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ABSTRACT
A foundation of Internet of Things (IoT) devices is based on low-cost devices
having ultra-low power consumption. IoT devices are usually powered by batteries that
have power, capacity, and size constraints and, therefore, have limited lifespan. As IoT
devices have become ubiquitous in many network environments, supplanting batteries or
re-energizing batteries frequently can be expensive or, in some cases, even infeasible.
Hence, the longevity of IoT devices is crucial to the long-term adoption of such devices.
Presented herein is a novel technique to facilitate power management, data collection, and
switching IoT devices on/off using Radio Frequency Identification (RFID) tags in order to
provide limited power IoT devices. In particular, the technique proposed herein reduces
energy consumption and on-demand availability of IoT devices based on device needs,
saving 100% of standby (idle-listening cost) energy, resulting in a 2.5-fold increase in
overall battery lifespan.
DETAILED DESCRIPTION
Power management issues for IoT devices have traditionally been solved through
the development of low-power radios. Low-power wireless communication is, however,
one of the most power-intensive functions typically performed by IoT devices. For example,
low-power wireless communication consumption considerably surpasses that of sensing,
actuation, and computation in most applications, and it has become the primary constraint
in prolonging device lifetime.
In current implementations, low power (IoT) devices can respond to wireless data
inquiries either via a regular schedule wakeup timer or using an always-on mode to respond
to an on-demand reading. Low-power devices must be powered continuously in order to
listen to a request and reply to its on-demand reading, which consumes power of the limited
power resource in the mesh network and does not respond to the reader's on-demand
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requests. Idle-listening is also a cost for devices that are not required to be active at all
times.
In order to address such issues, this proposal provides a novel battery management
technique that provides for the ability to reduce standby power consumption in ultra-low
power IoT and sensory applications, such as wireless mesh network applications, and also
provides an on-demand response to a reader while in a power-off mode. In particular, the
techniques proposed herein involve ultra-low power (IoT) devices being configured with
passive and active ultra-high-frequency (UHF) RFID tags.
Consider an example mesh network, as illustrated in Figure 1, below.

Figure 1: Example Mesh Network
For the example mesh network as illustrated in Figure 1, consider that a passive
RFID tag, having a maximum read range of approximately 7.5 - 12 meters, can provide for
the ability to wake up an IoT device by harvesting energy from an RFID reader while in a
power-off mode. Based on the harvesting, the IoT device's main receiver and circuitry can
power-up and perform a request.
An active UHF RFID tag can achieve a maximum sensitivity of -26 dBm within a
read range of approximately 30 meters. Thus, an active tag can help wake-up nearby
sleeping devices to respond to the request. Upon waking, the devices can broadcast their
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responses to nearby nodes such that response to the request eventually reaches a collector
node (e.g., using shortest path selection algorithms) that can send the response back to a
base station or the transmitter.
This management technique may provide for the ability to save 100% of standby
(idle-listening cost) energy, which can result in a 2.5-fold increase in overall battery
lifespan. Thus, the management technique can reduce standby power consumption
substantially, making it ideal for IoT sensors and, in general, in any event-based devices.
In some instances, this technique can also be used to wake-up a device mesh from an offto-on mode using a single request.
As compared to existing solutions, merely switching-off a primary receiver and
configuring it with wake-up receiver (WuR) hardware capable of detecting an incoming
signal only facilitates one-way communications. Stated differently, WuR solutions only
activate the primary radio when it is required. Thus, reduced standby power is difficult to
achieve for such solutions. Even though the radios for such solutions are in a standby mode,
a portion of the device that is always waiting for an event must be always-on or turned on
in each duty cycle, which can result in receiver power consumption of several microwatts
and, hence, limit the battery life of such devices.
Further, a schedule wakeup timer solution, as typically used in smart meters,
involves power to track the time to wake-up, listen to a request, and/or perform
transmissions.
In contrast, the novel battery management technique proposed herein provides for
the ability to optimize the battery life of an entire network. The technique avoids the use
of any "always-on" mode and advantageously provides for the ability to perform an ondemand response to a reader while in a power-off mode. Specifically, through the use of
a passive RFID tag, an IoT device can be woken-up by harvesting energy from an RFID
reader while in a power-off mode in order to send responses, through mesh transmissions,
back to a base station or transmitter. In some instances, the technique can be extended to
plugged-in event-based devices as well, such as routers, switches, etc.
Accordingly, the novel battery management technique proposed herein can reduce
energy consumption and on-demand availability of devices based on device needs, thereby
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saving 100% of standby (idle-listening cost) energy, which can provide for not only
increasing the lifespan of devices, but also decreasing maintenance costs of devices.

4

https://www.tdcommons.org/dpubs_series/5115

6766

5

